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1.分析 VPN 及 SSL VPN 的技术，详细讨论了 VPN 的四种关键技术，并着重对




























With the rapid development of internet and communication technology, VPN 
(Virtual Private Network) technology is developing rapidly; their application in the 
network has also been expanding; and emerging new technical requirements constantly. 
VPN (Virtual Private Network), as a new type of remote access technology of the 
network application layer, has many advantages due to its mature based protocol. It 
meets the needs of many users，and has been applied in the corporations increasingly in 
recent years. 
VPN, as a new network security technology, is in a continuous application and 
improvement stage. Inevitably it has some defects and deficiencies which need to be 
improved in practical applications, such as system performance and endpoint security 
gaps. Therefore, there is important practical significance to study VPN. 
Based on the participation of XinJiang CMCC network security projects, starting 
from the VPN technology agreement, four types of VPN technology program, and related 
key technologies to be introduced, while analysis of the problems encountered in the 
construction of enterprise information. The main work is as follows: 
1. Introduced the concept of VPN and SSL VPN, describe the four key technologies 
of VPN in detail, and focus on the analysis of VPN security, mainly to discuss its 
shortcomings, and make needed improvements and analysis. 
2. Combined with the current situation and the domestic construction of enterprise 
information, analysis of information construction, the rationalization proposals, 
depending on the user needs. 
3. Combined of XinJiang CMCC VPN service deployment Urumqi VPN technology 
in local enterprise information application projects specific case studies, study design and 
selected the final program in the comprehensive application of the of VPN technology 
transfer MAN given and the implementation of related links, and including networking 
technology analysis, network design and other related content. 
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IPSec VPN、SSL VPN、MPLS VPN 三种不同组网技术的原理以及各自优缺点。








虚拟专用网 VPN 技术的研究开始于 20 世纪 90 年代，目前实现 VPN 常用的
技术包括配置管理技术、隧道技术、协议封装技术和密码技术等。这些技术可应
用于 TCP/IP 协议中的数据链路层、IP 层、TCP 层和应用层。目前较为成熟的
VPN 实用技术均有相应的协议规范和配置管理方法。根据实现技术的不同，VPN
主要可分为 L2TP(Layer2 Tunneling Protocol) 、 L2F (Layer2 Forwarding) 、 
MPLS(Multi Protocol Label Switch)、IPSec(IP Security)、SSL(Secure Sockets Layer)
等几类。其中，IPSec VPN和 SSL VPN是目前应用最广泛的两种VPN解决方案。 
IPSecVPN 是一种出现较早、较为成熟的 VPN 技术。其通过实现 IPSec 协议
族，提供安全性服务：数据加密、完整性校验、数据源身份认证、访问控制。工
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强、管理维护成本低、用户操作简便等特点。SSL VPN 支持 IPv4/v6、Netware 
IPX、AppleTalk 等多种网络协议，可成功穿越 NAT 设备。由于 SSL VPN 是支持






构，来解决企业的远程访问需求。许多国际网络安全厂商正在对 SSL VPN 这种新
型业务进行重点投资，如 Cisco、Nokia、Juniper、Symantec 等在内的国际知名厂
商。 
国内的 VPN 市场从 2000 年正式起步，由金融、政府、通信等行业带动起
步，到今天，国内也有不少相关产品研制成功并得以应用，如深圳深信服公司的
M5X00-S 系列、上海冰峰公司的 ICEFLOW S 系列等的产品均得到了广泛的应
用。国内的研究成果主要集中在 SSL VPN网关上，使用 SSL代理，即在 SSL网关






















第三章详细分析了VPN技术的L2TP(Layer2 Tunneling Protocol)、MPLS(Multi 
Protocol Label Switch)、IPSec(IP Security)、SSL(Secure Sockets Layer)技术原理及
相对应的网络解决方案，着重分析了目前广泛应用的 SSL VPN 解决方案，详细分
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